Buenas practicas de la ciberseguridad Espafnola
Contribucion al desarrollo de talento y conocimiento

Francisco Rodriguez Valiente
Cyber Legal, Policy, and Privacy Officer CIPP/e

- mm etic

LA VOZ DE LA INDUSTRIA DIGITAL

V2 HUAWEL




Centro de Experiencia en Ciberseguridad de Huawei en la Universidad de Leon

Ametlc V2 HUAWEI

AAAAAAAAAAAAAAAAAAAAAAAAA



MoU with University of Ledn (ULE): increasing Cyber

Security awareness and skills development

2023.01 2023.04-05 2023.06 2023.10 2024
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MOU Professional development: SSZCICJ:“E/ rOFp;eLatlons ?};'I_I Leon CSEC opening New
Kick off SG Security Training with attendees Spaiyn Ce:S S?akgeel‘lte)l\éZrS . S:SFE;(tpuesZigscee' “C\:‘.‘»eegfflz)g 5G Private Networks” workstreams
ceremony from ULE and other stakeholders A — methodology: L1 and L2
pra e 2) Q&A for SME’s Cybersecurity whitepaper presented
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Training Agenda: 6 days
5G Cyber Security Concept and Industry Consensus Overview 0.5 day
o 5G Cyber Security Development Trend
5G Cyber Security Standards and Certifications Interpretation 1 day
s 3GPP 5G Security Standards
o NESAS&SCAS Security Certification Standards
5G Cyber Security Threat Analysis and Countermeasures Introduction 1 5 days
»  Overview of Network Security Threat Analysis Methods
»  App and Service Security Threat Analysis and Countermeasures
» 56 Mobile Terminal Security Threat Analysis and Countermeasures
» 56 Wireless Access Network Security Threat Analysis and Countermeasures
» 56 Core Network Security Threat Analysis and Countermeasures
» 56 Cloud Infrastructure Security Threat Analysis and Countermeasures

» 50 Network Operation and Management Security Threat Analysis and
Countermeasures

5G Cyber Security Solufion Design
»  5G RAN Security Solution

3 days

» 50 Core Security Solution

»  5G Cloud Infrastructure Security Solution
» 50 Network Slicing Security

» 56 MEC Security Solution

»  5G Communication Capability Exposure Security

at ENISE

56 MPN Lahoratory for University of Ledn
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https://www.huawei.com/mediafiles/MediaFiles/2/C/4/%7B2C497015-C4F4-4FE5-8E1B-945A94E1C4B5%7DCibergu%C3%ADa%20para%20PYMES%20Huawei.pdf

Ciberseguridad E2E en 5G: modelo por capas aceptado por la industria

mTerminal Provid ) ) ) ®Vertical Industry Provider
mL3 ermlnzi\ roviaer AppllC&thﬂ Security H(The carrier provides
N = (Service Provider compliance, application security, service protection) capability)
(—]
L] @ %
(©=03 APPs

g ‘LQ’LL ENetwork Security + O&M security =Operator )

. : M(The vendor
(Secure deployment, O&M security, network protection) (

provides capability)
uL2 (€D) - /\D
= \¢ &5G

/

— mVendor
|IZI FEE | %
®Route
L1 Base r mCore
Station Equipment (NE: Network Element) Security
\ (Standard Compliance, SDL security development lifecycle, NE protection) /
[}
El modelo de seguridad por capas es ampliamente aceptado en laindustria de ¢ oo
las telecomunicaciones. Q t" ®
La seguridad en redes 5G se sustenta en la "responsabilidad compartida" entre | l 'e IC

. LA VOZ DE LA INDUSTRIA DIGITAL
los diferentes actores.

WEstandares y
metodologias en la
industria

HWISO/IEC 62443 IACS,
HWISO/IEC 27034

ENIST CSH
BNCSC CAF, 3GPP,

BGSMA 5G CKB
W (5G Cybersecurity Knowledge
Base)

m1S0O19600, NIST SSDF,
ENIST SP800-160, 3GPP,

GSMA NESAS / 3GPP SCAS
H(Network Equipment Security
Assurance Scheme/
mSeCurity Assurance
Specification
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¢Qué hace aunared insegura?

Loss
*Analysis of major cyber security risks in the industry

High-quality
products and Hacker attacks

solutions

: Harmful actions by insiders

Operations

security

LLow productquality

Incorrect configuration

Viewpoints of the security industry:

To ensure cyber security across the
industry, it is necessary to focus on both

O&M security and product security.

Probability of occurrence
Network operators shall first consider purchasing high-quality and secure products and then pay attention to the secure operations of

equipment, including correct security configuration and prompt vulnerability remediation.
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Security Configuration Check Tool G ran Base station):
Helps Customers Implement Baseline Management More Conveniently and Intelligently
multi- Precise risk

Flexible and —~| Auto Fast

customizable EQ Identify risks. dimensional Closed-loop
Cyber Security Baseline Risk o guidance
Knowledge base management Quantification

%E‘Xﬂ

Manually fix the problem
results according to the customer's

Manually configured based on Automatic check, minute- Automatically displaying check
network requirements level/10,000 base stations

process.

USRI s e = co ° : . E > @ ) Details «) Details
7] Security Configuration Check () BTS Details | cur seorss ger seos .
Tosk Mansgement Overview Rule Name
c B " Checked Rules Distribution Risk Distribution by Misconfigurad Rules Comnection Risk Assat name: BTS, Asset IP: 1056428 NG Interfice Contrul-Plane Transmissicn Security
P . Check Pules 179 items, 112 items pessed
’4‘[-4;/- 0% MAE Serv. FTP Server

Rule Description
UE —  BaseStationBTS core Check Result it

F. Fiter Crtein  Rue Narme | Aulet

129

hether 1o enaile IPsec or DTLS for ciphertend transmission on the control plane of the NG interface.

wesLT Ot s ) -
86.37% Risk Deseription
Buile hame Socurity Catego
L IG-C transmisson secunty indicates whether NG-C data may be transritted in plantest. If the chedk result of M transrmission secunty i not satished, NG-C data may be transmitted in plantest.
NG-C ) hether NG-C clsta may b o i plaintee, | the o it of NG-C fieel, NG-C bt may b i
- - - - - - NG Interface Control-PL. Appleation lit Thatis, DTLS ot IPsec is ot used for encryption, which may cause data leakage and tampering.
Connecton Type OMCH el fthe check resalt s net satified the possible causes are s follova:
Rule Mo fesel = 1. DTLS aed P are ot enabied
2 DTLS s b enabled, but the DTLSCONNPOUCY parameter is set e DTLS PRICRITY
“ — — R R ST i & Transport Encryptee M. OMCH securit 3 1Psex has been enabile, bt data flows on e servics link are not directed to [Psec tunnels
Transport Encrypred Mode | OMCH security o g EnCRYMODE  Gepends on intereo © Non-passed 20231010 15263 Ot d iR .|
Cannection Type OMCH security  Ensure OMCH se... 35 CONNTYRE  Depends an inerco-. © Nonpassed  2023-10-10 13363, Detaiks .
File Integriy Check Swich  Bevice securiy INGCHKTSE  FUNGEHKEW  Boes nor depend o  corsioorsaes et (T RAL Certcate Reques... Certificate sec Repair Category

. Depsencs on the cverall plarming of the trarsport netecrk

Cortificate File Narhe  Certificate st
£ iMastermae

AL Huswei Certificate..,  Certificate sex

Repair Suggestiens
) Security Configu-.  Overview @ o IRttt aotry 30 daconed - P Trust Gredp 1D Certificate se¢ W are acvised te ensble and check DTLS and IPsec aceording o the official produst docurentation. f plaintext connections must be used dus to senee regquirements and the s
cceutabi, s cheds item can b skippedt su that the risk warring message for the rule item s nat cisplayee] during the check. If DTLS r IPvec has been enabled, you can pertern
" . . Fie Iitegity Check Sni... Devics securit operations
ek oy O g v Due to efferenzes betwean versions, the fellowing operations ane for reference enly. Fer sctual operations, see the official produet docurentation ef sach varsica
ek Tk Noroe e tat i Tokscow St . 1.1 DTLS s b enabld, run the LST SCTPHOST commane tu eheck whether the DTLSCOMNPOLICY parameter is set to DTLS RICRITY. I the parameter i set to DTLS PRIORITY, run the MOD
10.9K bwod 2022060900190 ‘ succended ARP Leating St Sl [P atack defe SCTPHOST commend to ey
2 1 Psic his ben eniabied but iata flovs o the: service link are not directed to 1Psec turnels, you are advisec! o check the route (for the okd moded,run the LST IPRT and LST SACIPRT
4 ol Inchecien ot reconds 139 comimandfer the new model, run the LST IPROUTEA, LST IPROUTES, LST SRCIPROUTEA, and LST SRCIPROUTES commands] and ACL rule configurations (run the LST ACLRULE and LST ACLRLLES
e 516/694 comimands)
ShH I 11.8K Endd
etting
Repair Impact
Before the modication, evaluats the feasit ,adllhululuu ik & cetaked reconsinuction plan, and ensure that the parameter setings at the kocal end are consistert with thase & the pesr end
Chacked Rutes Distribution Risk Distribution by Misconfigured Rules Otherwise, services er the rernite OM channel wil be mtsrrops
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Guia para la Ciberseguridad en las PYMES (SME)
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¢Por qué las PYMES (SME) son tan importantes? .
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u Resistencia de cada empresa, producto o servicio

que interviene en la entrega de un producto o solucién al usuario final.
| W
| "

en Espaty, | 125 PUTES epresetan s g Guia para la
e, TR Ciberseguridad

.
1 O 0 y ! Guia de preguntas y =
) respuestas %
> Pymes emplean mas de 1(
; s Ld> pym NLribuyen a mas de la A

! ne ) n | | ; S / v

[ €n Espana, 100 mitac ) UE
| | ‘ N uro

HUAWEI
Las pymes (‘j;)\lf‘i(,‘:‘f:'] la construcc ion Las pymes \H!»j: me Y res de https://www.huawei.com/-/media/corporate/local-site/es/pdfiguia-de-
. r ) " P, o . g “ t1 ansformacion lgitat y el ciberseguridad-para-pymes-huawei.pdf?la=es
de una sociedad mas If novadora. 3 STAERVATIN i ern
crecimiento economico.
[
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Guia para la Ciberseguridad en las PYMES: Debilidades de las PYMES

Desafios

\, | competencia

i N\

f_ f:ifl Falta de cualificacion y [ !I El factor humano

La importancia de la formacion
se debe a que el 82% de las 82
brechas ocurren como resultado %
de un error humano. Consecuencia de errores humanos

01

Cifrado, robo o
modificacién de la

informacioén, por ejemplo,

para pedir un rescate o
revender los datos

02

Supervision de los flujos
de datos, por ejemplo, en
beneficio del atacante.

2021

1,0
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Ciber-resiliencia en la UE

Los ataques a la cadena de
suministro representan solo el 1%

de todos los ciberatagues.

2022

17,0

Los ataques a la cadena de
suministro representan el 17% de
todos los ciberataques.

03

Tomar el control de un
dispositivo, por ejemplo,
para provocar un
incidente

universidad
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Guia parala Ciberseguridad en las PYMES: ¢Qué se puede hacer?

10

Gestion vulnerabilidades
Copia de seguridad de los datos

Acceso Wifi protegido
Redes privadas (VPN)

s 0

|

Control de acceso estricto, gestion segura de contrasefias

Instalacion y mantenimiento de cortafuegos

Cfﬁ

Direccion

-DDOS
*Malware
*Phishing
*Ransomware
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¢,Cudl es la politica de la UE y Espafia en materia de apoyo alas PYMES desde el punto
de vista de la ciberseguridad? Ametic
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Regulacion Inversion Europa y Espaina

26

INVEST ....one

EUROPA Esparia | digital

* X %
- o

* €10, * \\ Activa KIT
*€ 0 * @ Ciberseguridad .K)DIGITFIL

* 4 %

https://www.red.es/esl/iniciativas/proyectos/kit-digital

https://www.industriaconectada40.gob.es/programas-

La UE ha asignado 10.000 millones de euros para acciones de colabo- apoyo/Paginas/ACTIVA-Ciberseguridad.aspx

racién en materia de ciberseguridad dentro del programa de investi-
gacién, innovacién y ciencia Horizonte Europa 2021-2027.

Organismos de Referencia

@ ECCCm s INncibe __

MSTITUTO NACIONAL DE CIBERSEGURIDAD Mw
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