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Entorno portuario Amenazas Capacidades CERT




Entorno portuario

@® +100.000 BUQUES
® +80% COMERCIO MUNDIAL

+30 MILLONES

e ® CRUCERISTAS

® 20% PIB TRANSPORTE w ° .'.
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Entorno portuario

Multitud de agentes
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ADUANA 3 O AUTORIDADES ~ i~" O

GOBIERNO
CONTROL
COORDINACION
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DESPACHO DE MERCANCIAS
INSPECCION
DICTAMEN

ESTIBADOR
CONSIGNATARIO 77O

INTERMEDIARIO
ENTREGA CARGA

TRASBORDO DE MERCANCIAS

RECEPCION CARGA

NAVIERA

INNOVATING SOLUTIONS
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TRANSPORTE DE MERCANCIAS °
TRANSPORTE DE PASAJEROS e

RESPONSABLE CARGA
PROPIEDAD/ALQUILER
Q EXPORTAR ®@e ©
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Entorno portuario

PORT MANAGEMENT SYSTEM
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CONTROL SYSTEMS

PORT COMMUNITY SYSTEM

PORT ADMINISTRATION SYSTEM oo
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AMmenazas

Las de siempre

Y S1 OCURRIERA....

PHORLD)

ACCESO INFORMACION ' =Y CADENA DE SUMINISTRO

INNOVATING SOLUTIONS

Vulnerabilidades al descubierto: mas
de 1.600 dispositivos de transporte
maritimo susceptibles de sufrir
ciberataques

La digializacktn se esth acelerando en (odos 103 sectores
Industriates, incluido el del transporte marieno, en el que 13 ’ 0 jromos ot o
automatizacin y 1 digkalizacin se apiican utiizando diversas Y disposkivs wimo Y
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Retos del CERT en este ambito
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CRITICOS

PROPIETARIOS °
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Buscando lo evidente...

Capacidades CERT

Total IP's analyzed: 53

IP's without critical vulnerabilities: 19
IP's without validation: 4

Home Documentation Configuration Examples Wiki

Apache Tomcat/8.5.72

INNOVATING SOLUTIONS
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Managing Tomcat Documentation Getting Help ®
Bem-vindo manae aence Tomat .5 Documentation FAQ and Matling Lists [N J
Tomeat 8.5 Configuration er : .

Tomcat Wik
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Monitorizacion

EVENTS OVER TIME l PROTOCOL
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Capacidades avanzadas

Capacidades CERT

T —————————— —,

THREAT INTEL
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Initial Access

1items

Execution

27 items

Persistence

42 itoms

OBERTURA-----===cccceecaaaa

Privilege
Escalation

21items

DETT&CT

Defense Evasion Credential
Access

57 itoms 16 items

Discovery

22 items.

13 items

Control

21 items 9 items

Impact

14 items

Exploit Public-
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Application
Extornal Remote
Services
Hardware
Additions

Replication
Through
Removable
Media

Spearphishing
Spearphishing
via Service

Trusted

cMsTP
Command-Line
Interface
Compiled HTML
File

Dynamic Data
Exchange
Execution through
AP

Execution through
Module Load

Accessibility
Features

Account
Manipulation

Appinit DLLs

Authentication
kage

BITS Jobs
Bootkit

Browser

Valid Accounts

for
Client Execution

Graphical User
Interface

Instaliuti

Change Default
File Association

Component
Firmware

Accessibility
Features

Appinit DLLs

Bypass User
Account
Control

DLL Search

Order Hijacking

Exploitation for

Privilege
Escalation

--mwww

Acc"l

Forced
Authentication

Hooking

Input Prompt
Kerberoasting
Network Sniffing

Binary Padding
BITS Jobs

Bypass User Account
Control

CMSTP
Code Signing

Password Filter
Compile After Delivery  pLL

Compiled HTML File Private Keys

1058
Score: 5
[ Metadata:
Appicable to: clent
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~Detection score: 4
Overiay: Detection
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Component
Object Model

_ Exploitation of
[ P
Services
Pass the Ticket

Application Window
Puevsey protocol
Browser Bookmark

Remote File
Discovery

Copy

Domain Trust Discovery po- o
File and Directory Services

Discavery Repiication

Through
Removable
dia

Network Service

Scanning

Network Share Discovery
Shared

Network Sniffing Webroot

Peripheral Device
Discovery

Taint Shared
Content

Audio Capture

Automated
Collection

Clipboard Data

Data from
Information
Repositories
Data from
Local System
Data from
Removable
Media

Data Staged
Man in the
Browser
Screen
Capture

Video Capture

ata Obtuscation | . .

Exfiltration

Data Transfer

Size Limits
Communication
Through
Removable Media

Exfiltration
Over
Alternative
Connection Proxy Protocol

Custom

Exfiltration
Comr >

Data
Destruction

Defacement

Disk Content
Wipe

Disk Structure
Wipe
Firmware
Corruption

Contr ¥ legend

Toch. ref. for 1 group

Tech. ret. for 1 groups

Tech. in group + detection

Algor

Falibe [NBBGSAANN Tech. in detection
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iMuchas gracias!

Para cualquier consulta o mas informacion:

Q www.ametic.es
ametic@ametic.es

% @AMETIC_es #AMETIC
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